
Chatterbox Services, fnc.
Complia nce professiona ls

Via Electronic Filinq
Marlene H. Dortch
Office of the Secretary
Federal  Communicat ions Commission
445 12rn St.  S.W
Washington, DC 20554

February 23,2013

Re Annual customer Proprietary Network Information compliance
Cedification; EB Docket No. 06-36

Dear Ms. Dortch:

Please find the attached Annual customer proprietary Network
Informat ion ("CPNl")  Compl iance Cert i f icat ion for  Acrobat Communicat ions,  Inc
for 2012. Please cal l  me i f  you have any quest ions regarding this f i l ing.

Attach
cc: BCPI (v ia First  Class Mai l )

P . O .  B o x  1 1 1 ' . P u r c h a s e ,  N Y  1 0 5 7 7
Te l  :  9 I4 -7  L4-07 09 ' .Fax  :9L4-206-4570

hope@chatterboxsvs. com



ACffitrBAT
Annuaf 47 C.F'R' S: 64.2009(e) CPNI Ceft i f icat ion of Acrobat Communicat ions, lnc. tor 2012

EB Docket 06-36

Date f i led. February 23,20i3

Form 499 F i le r  lD  82657T

Name of s ignatory Constant in Barbulescu

Tit le of s ignatory: President

l ,  Constant in Barbulescu, cert i fy that I  am an off icer of the company named above, and act ing as
an agent of the company, that I  have personal knowledge that the company has establ ished
operat ing procedures that are adequate to ensure compl iance with the Commission's CpNl rules.
See 47  C F .R S 64  2001 e t  seq .

Attached to thrs cert i f icat ion is an accompanytng statement explaining how the company's
procedures ensure that the company is rn compl iance with the requirements set forth in sect ion
64.2001 et seq of the Commission's rules.

The company has not taken any act ions (proceedings inst i tuted or pet i t ions f i led by a company ar
ei ther state commissions, the court  system, or at the Commission against data brokers) againi t
data brokers in the past year.  Companies must report  on any information that they have with
respect to the processes pretexters are using to attempt to access CPNI, and what steps
compantes are taking to protect CPNI

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI.

Constant in Barbulesc-

P.O. Box \1L, Purchase, NY 10577 Tel: 914-409-T100



STATEMENT REGARDING OPERATING PROCEDURES IMPLEMENTING 47 C.F .R.
SUBPART U GOVERNING THE USE OF CUSTOMER PROPRIETARY NETWORK

INFORMATTON ( ' ,CPNl " )

Acrobat Communicat ions Inc (Acrobat) has establ ished pol icres and procedures to assure
compllance with Part  64 of Trt le 47 of the Code of Federal  Regulatrons Subpart  U - Customer
Propr ie ta ry  In fo rmat ion  ( "cpNl  )S  64  2001et  seq o f  the  commiss ion ,s  ru tes

l .  Use Of CPNI Without Customer Approvar

A. Acrobat may use, disclose, or permit  access to CPNI for the purpose of providing or
market ing service offer ings among the categories of service to which the customer already
subscribes from Acrobat,  without customer approval Acrobat does not share customer CpNl withany aff i l iates, lo int  venture partners, or contractors.

B Acrobat does not use, disclose, or permit  access to CPNI to market to a cusromer
service offer ings that are within a category of service to whrch the subscnber does not already
subscribe from Acrobat,  without customer approval as descr ibed in Sect ion l .c

( 1 ) A c r o b a t m a y u s e , d r s c l o s e  o r p e r m i t a c c e s s t o C P N l  d e r i v e d f r o m t h e o r o v r s r o n o f
interexchange service, without customer approval for the provision of CpE and information
servrce(s)

(2 )Acrobat  may no t  and does  no t  use ,  d isc lose ,  o r  permi t  access  to  CpNl  to  ident i f y  o r
track customers that cal l  competing service providers. For example Acrobat cannot use
interexchange cPNl to track al l  customer that cal l  long distance competi tors.

C Acrobat may use, disclose, or permit  access to CPNI wrthout customer approval,  as
fol lows

1. Acrobat may use, disclose, or permit  access to CPNI in i ts provision of inside
wi r ing ,  ma in tenance,  and repa i r  serv ices

2 Acrobat  may use,  d isc lose ,  o r  permi t  access  to  cpNl  fo r  the  purpose o f
conducttng research on the health effects of CMRS

3 Acrobat may use CPNI to market services formerly known as adjunct to-basrc
services, such as but not l imited to,  speed dial ing, computer provided direciorv
ass ts tance,  ca l l  mon i to r rng  ca l l  t rac ing ,  ca l l  b lock ing  ca l l  re tu rn  repeat  d ia l ing ,  ca l l
t rack ing ,  ca l l  war t ing ,  ca l le r  l  D ,  ca l l fo rward ing ,  and cer ta in  cent rex  fea tures .

D Acrobat may use, disclose, or permit  access to CPNI to protect the r ights or property
of the carrter,  or to protect users of those services and other carr iers from fraudule-nt abusrve, or
un lawfu l  use  o f ,  o r  subscr ip t ion  to ,  such serv ices .

l l  Approval Requlred For Use Of CPNI Acrobat does not obtain approvals for use of CpNl
because Acrobat  does  no t  use  or  d rsc lose  cus tomer  CPNI  in  any  manner  tha t  requ i res  cus tomer
approval Acrobat 's operat ing procedures general ly prohrbrt  the drsclosure of CpNl for the
purpose of market ing communicat ions-related servjces to exrst inq customers by i ts agents, lo intventure partners, and independent contractors.

l l l  Not ice Requrred For Use Of CPNI Acrobat does not use customer CpNl for any purposes
which current ly require customer approval ln the event that at  a future t ime Acrobat wisnes ro
use cus tomer  CPNI  in  a  manner  tha t  requr res  cus tomer  approva l  i t  w i l l  do  so  in  accordance wt th



tne approvaland not ice requirements specif ied in Sect ions 47 cFR64.2oo7 - 64.200g of the
Commiss ion 's  ru les

ork  ln Acrobat hasIV
procedures in place to assure that customers are properly authenticated
Acrobat authent icates a customer pr ior to disclosing cpNl as fol lows:

pr ior to disclosing CPNI

(a) In person - the customer must be personal ly known by the employee or the
customer must provide a val id photo lD matching the customer's account rnformation

(b) Telephone access to CPNI. Acrobat wi l l  only disclose cal l  detai l  informatron over
the telephone based on customer-rni t iated telephone contact,  r f  the customer f i rst  provrdes
Acrobat with a password, as descr ibed in paragraph (d) below that is not prompted by the carr ier
asking for readi ly avai lable biographical  information or account information. t f  ine cui tomer ooes
not provide a password, Acrobat wi l l  only disclose cal l  detai l  information by sending i t  to the
customer's address of record, or by cal l ing the customer at the telephone number of record. l f  the
customer ts able to provide cal l  detai l  information to Acrobat dur ing a customer- ini t iated cal l
wtthout Acrobat 's assistance, then Acrobat may discuss the cal l  detat l  information provided by the
customer

(c) Onl ine access to CPNI Acrobat wi l l  authent icate a customer without the use of
readt ly  ava i lab le  b iograph ica l  in fo rmat ion ,  o r  account  in fo rmat ion ,  p r io r  to  a l low ing  the  cus tomer
onl ine access to CPNI related to a telecommunicat ions service account.  Once authent icated the
customer may only obtain onl ine access to CPNI related to a telecommunicat ions service account
through a password that is not prompted by Acrobat askrng for readi ly avai lable biographical
in fo rmat ion ,  o r  account  in fo rmat ion

(d) Establ ishment of a Password and Back-up Authent icat ion Methods for Lost
or Forgotten Passwords To establrsh a password, Acrobat authent icates the customerwithout
the use of readrly avai lable biographical  information, or account information Acrobat may create
a back-up customer authent icat ion method in the event of a lost or forgotten password, but such
back-up customer authent icat ion method may not prompt the customer for readi ly avai lable
biographical  jnformation, or account information l f  a customer cannot provide the correct
password or the correct response for the back-up customer authent icat ion method, the customer
must establ ish a new password as described rn this paragraph.

(e) Not i f icat ion of account changes Acrobat promptly notr f ies customers whenever a
password, customer response to a back-up means of authent icat ion for lost or forgotten
passwords, onl ine account,  or address of record is created or changed This not i f icat ion may be
through a voicemai l  or text message sent by Acrobat to the telephone number of record or by
matl  to the address of record, and wi l l  not reveal the changed information or be sent to the new
account  in fo rmat ion

( f )  Bus iness  cus tomers  Acrobat  and i t s  bus iness  cus tomers  address  issues  o f  CPNI
protect ion specif ical ly in their  contracts.  Acrobat 's business customers each have a dedrcated
account representatrve.

V Noti f icatton of Customer Proprietarv Network Information Securi tv Breaches. -  ln the case of a
breach, Acrobat wi l l  as soon as pract icable and in no event later than seven (7) business days,
after reasonable determinat ion of the breach, electronical ly not i fy the United States Secret
Serv tce  (USSS)  and the  Federa l  Bureau o f  Inves t iga t ion  (FB l )  t l .L rough the  FCC l ink  a t
http://www. fcc. gov/eb/cpn i

(a) Not i fy customers only after 7 ful l  business days have passed after not i f icat ion to the USSS
and the  FBI  un less  the  USSS or  FBI  has  reques ted  an  ex tens ion .



(b) lf there is an extraordinarily urgent need to notify affected customers or the public sooner in
order to avoid immediate and irreparable harm, it will be done only after consultation with the
relevant investigating agency. Acrobat shall cooperate with the reievant investigating 

"gun.y'"request to minimize any adverse effects of such customer notification.

(c) Maintain a record of any breaches discovered, notifications made to the U$SS and the FBI
and notifications made to customers. The record will include if available, dates of discovery and
notification, a detailed description of the CPNI that was the subject of the breach, and the
ctrcumstances of the breach. Acrobat shall retain the record foi a minimu m of 2 years.

(d) lnclude a summary of the breach in the annual compliance certificate filed with the FCC.

Vl. Record Retention

Acrobat shall retain all information regarding CPNI. Following are the minimum retention periods
Acrobat has established:

o CPNI notification and records of approval if used - five years
r Marketing campaign if used - one year
r Breaches: five years
o Annual Certification - five years
. Employee training certification - five years
o All other information - two years.


